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We are committed to protecting your privacy and confidentiality in accordance with the
Privacy Act 1988 (Cth) including the Privacy Amendment (Enhancing privacy Protection) Act
2012 and The Lloyds Code of Practice in particular General Data Protection Regulation. It is
one of our prime concerns that any personal or sensitive information provided to us is not
used for any other purpose than that intended and expected by our clients.

This Privacy Policy describes our current policies and practices in relation to the handling
and use of personal information.

What Information do we collect, hold and How do we use it

We will collect personal information for primary purposes, which are relevant to providing
and administering our financial products and services.

To enable us to provide advice on and arrange financial services, we collect the information
needed by ourselves to ensure appropriate advice to you and information required by
product suppliers. We will usually provide some or all of this information to our product
suppliers. Some of these companies may be located outside Australia.

When a claim is made under an insurance policy, to enable us to assist in the claim process,
we and our representatives and those of the insurer (including loss adjusters, investigators,
medical advisers and lawyers) collect information about the claim, some of which may be
personal information. We may collect the information from you or from third parties.

We provide this information to the insurer and or their agents and those appointed to assist
clients in making a claim. Again, this information may be passed on to underwriters and
reinsurers. We may use personal information internally to help us improve our services and
help resolve any problems.

We adhere to the requirements of the Spam Act 2003 and will not send you unsolicited
electronic messages either via email or SMS.

This policy applies to all our employees, contractors, volunteers and anyone who has
permanent or temporary access to our systems and hardware.
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How do we hold and protect sensitive information?

We hold the information we collect from clients in our policy administration system (PAS)
and in electronic files. The PAS software is eGlobal and it is hosted by Ebix Australia Ltd and
is accessible via a Citrix environment only.

The electronic files are stored in DropBox Business.
We ensure that client information is safe with the following procedures:
eGlobal security functions:

e Record an audit trail of user account maintenance activities

e Retain password history to prevent users from reselecting one of nine previously
used passwords.

e Disabling of user ID after three consecutive unsuccessful log on attempts

e Record unsuccessful log on attempts to eGlobal within activity log and produce a
system audit report.

e Enforce a character limit of between 8 and 25 characters for passwords.

e Prevent the use of blank characters, or completely blank passwords.

e Enforce the use of at least one uppercase letter, one lowercase letter, one numeric
and one special character for passwords.

All Data is hosted by Ebix within a citrix environment. This is a single tenant environment
with dedicated Server for the eGlobal database.

Access is controlled by Ebix after official request received from Suzanne Connors at
Precision.

Citrix security functions:

e Multi-Factor Authentication using Office 365 Authentication App on Smart Devices
with Biosecurity access.
e 256-bit AES (files at rest) and SSL/TLS encryption (files in transit).

The database Server is within the Ebix Data Centre, is compliant with the Australian Data
Security requirements.

No data is held on local devices, all users access all applications via the Citrix channel.
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DropBox security functions:

e 256-bit AES (files at rest) and SSL/TLS encryption (files in transit)
e Access enforcing strong password and two step verification

Will we disclose the information we collect to anvone?

We may disclose information to:

e Financial institutions, other Australian Financial Service Licensees, Insurers,
underwriters, underwriting agencies, wholesale brokers and reinsurers (for the purpose
of seeking recovery from them or to assist them to assess insurance risks);

e Aninvestigator, assessor, State or Federal Health Authorities, lawyers, accountants,
medical practitioners, hospitals or other professional advisors (for the purposes of
investigating or assessing your claim);

e Alawyer or recovery agent (for the purpose of defending an action by a third party
against you or for the purpose of recovery costs including your excess);

e Contractors who supply services to us, e.g. to handle mailings on our behalf.
e Animmediate family member;

e Other companies in the event of a corporate sale, merger, reorganisation, dissolution or
similar event

However, we will do our best to ensure that they protect the information in the same way
that we do. We may provide this information to others if we are required to do so by law or
under some unusual other circumstances which the Privacy Act permits. We do not sell,
trade, or rent personal information to others.

How can you access, check update or change your information

Upon receipt of your written request from you and enough information to allow us to
identify the information, we will disclose to you the personal information we hold about
you. We will also correct, amend or delete any personal information that we agree is
inaccurate. If you wish to access or correct your personal information please write to the
Privacy Officer, Precision Underwriting Pty Ltd, Suite 1, 201 Central Coast Highway, Erina
NSW, 2250.
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We do not charge for receiving a request for access to personal information or for
complying with a correction request. We do however reserve the right to charge you for all
reasonable costs and outgoings specifically incurred in meeting your request for
information.

Complaints about Privacy

Should you have a complaint regarding a breach of privacy please contact our Complaints
Officer who will handle the matter in accordance with our formal complaints handling
procedures.

Your complaint can be lodged over the phone, via mail or email or you may wish to make an
appointment with our Complaints Officer at a convenient time and location. We will do all
that is reasonable in the circumstances to address your complaint.

Information sent overseas

In certain situations it is likely that that some or all of the Personal Information that clients
provide to us may be disclosed to businesses that operate overseas. This would only occur
where the product provider / intermediary is based overseas — e.g. Lloyds of London
syndicates or brokers and other overseas based insurers and intermediaries or in situations
where we utilise “Cloud Computing” services that are situated outside Australia.

In all such cases we commit to making reasonable enquiries to ensure that these
organisations comply with their local privacy legislation where such legislation is
comparable to the Australian legislation and to comply with the key components of
Australian Privacy legislation in cases where their local legislation is considered inadequate
or non existent.
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